Abstract-One of the most significant technological challenges after major humanitarian disasters is the rapid deployment of information and communications technologies (ICT) for initial responders.
INTRODUCTION
Rapid response to natural or man-made disasters is critical for containing loss of life and property. The management of disasters at all levels of government-local, state, national, and international-can be best described as occurring in four phases: prevention, preparedness, response, and rehabilitation [1] . Although all four phases are interrelated and equally important to addressing a disaster's destructive effects, our research has focused primarily on the response phase and the corresponding goals of protecting the population, limiting the damage from the primary event, and minimizing damage from potential secondary impacts [2] . Rapid deployment of ICT to support the efforts of first-responders is essential, but also one of the most difficult challenges in disaster response. We have developed a methodology that enables us to evaluate and compare Commercial Off-the-Shelf (COTS) ICT systems to identify those that are best suited for humanitarian missions.
Post-disaster environments present unique challenges typically not encountered in the traditional use of commercial ICT systems. In order to meet these challenges, certain features must be considered when developing, acquiring, and deploying technologies for disaster response.
We have identified the following essential ICT characteristics as critical to the successful deployment of communications-enabling technologies in an humanitarian assistance/disaster relief (HA/DR) environment:
• Portability, • Environmental durability, • Internal power, • Standards-based connectivity, and • Ease of configuration.
Additionally, we propose specific parameters for each of these essential criteria to support the evaluation and comparison of ICT systems. Following evaluation, the value assigned to each characteristic is summed for an overall score. The overall score can range in values from zero (system characteristics are completely insufficient for HA/DR use) to eight (system characteristics are exceptional for HA/DR deployment). In order to demonstrate the function and applicability of the ICT evaluation methodology, commercial technologies typically used to form a hastily formed network (HFN) for disaster response will be evaluated and discussed in Section IV.
II. BACKGROUND
Disaster communication capacities are not only critical for timely dissemination of early warnings of approaching hazards and immediate reporting of disaster occurrence, but are also essential for effective organizing and coordinating response actions following a disaster. UNESCAP noted that reliable sharing of information is critical during the response phase of an HA/DR mission to ensure the right information from all relevant sources is transmitted to the right entities-particularly decision makers and the affected communities [4] .
ICT systems and the flow of information across the widerange of responders are vital to the HA/DR effort; however, the use of these technologies faces numerous challenges not encountered in typical communications or information applications. The chief technical challenge when responding to an HA/DR event is the rapid deployment of communication systems, regardless if the affected area previously had an existing communications infrastructure or-as in the case with most large disasters-the preexisting communications network has been severely degraded or destroyed. Therefore, responding organizations must be prepared to bring their own ICT capabilities into the HA/DR operating environment in order to achieve a common architecture [7] .
HFNs are an effective implementation of ICT as they facilitate a rapid, efficient humanitarian response by providing crisis communications where normal communications infrastructure is degraded or destroyed. HFNs consist of three main material layers-physical, network, and applicationwith an overarching layer representing the human and social aspects of HA/DR. From an ICT perspective and for the purposes of our research, the primary focus is the network layer, specifically the wireless and satellite network portions. Typically, these networks consist of three levels: (1) wireless local area networks (WLANs), (2) wireless point-to point/ backhaul connections, and (3) satellite-based Internet connectivity [8] .
The assessment of ICT infrastructure immediately after a major disaster is often neglected. Most domestic emergency management agencies have no ICT assessment function or trained personnel. Often industry components are left to assess their own pieces of the ICT infrastructure (i.e., cellular companies assess their systems). RTAT (Rapid Technology Assessment Teams) [15] is a new ICT assessment teams concept being proposed at the national and international levels by one of the authors for this paper in a teaming arrangement with a mix of partners from academia, industry, UN, nongovernmental organizations (NGOs), affected nation's government and military, and responding countries' government and military early responders. If these RTAT teams succeed in painting a picture of the ICT status in the first 48 hours after a disaster and communicate this information out to the global response community, they can then begin to determine what ICT systems to utilize, where, in what quantities, and with what functionalities. It is critical to realize that, as stated earlier in this paper, ICT is a key enabler for all other aspects of response from logistics to search and rescue to health care to shelter and food and water provisioning, etc. Once the RTAT program identifies the status of ICT in the disaster zone, disaster responders can now move to the decision process on what to bring in to augment what is lacking, or to bolster inadequate capabilities.
At this point, the characteristics and evaluation methodology outlined in this paper come to bear to determine exactly which equipment should be deployed and how it can be integrated into an overall effective and powerful ICT infrastructure to enable stable, interoperable communications.
III. CHARACTERISTICS AND EVALUATION METHODOLOGY

A. Essential ICT Characteristics for HA/DR Response
Christman et al. [3] indicated there is a broad consensus that ICT is a necessary enabler for effective HA/DR operations. Further, organizations such as the UNESCAP have recommended that policymakers should consider encouraging investment in wireless voice and data networks as they can offer opportunities to achieve rapid, cost-effective connectivity for areas susceptible to disaster. As a result, a growing number of participants in these operations-government organizations, military forces, NGOs, host nations, and industry-are utilizing ICT capabilities when deploying to HA/DR environments; however, recent disaster responses indicate "there is no default or standardized suite of equipment, databases, or operational protocols" utilized when these organizations deploy and attempt to work together for humanitarian purposes (p. 19).
Post-disaster environments present unique challenges typically not encountered in the traditional use of commercial ICT systems. In order to meet these challenges, certain features must be considered when developing, acquiring, and deploying technologies for disaster response. The following five essential ICT characteristics are vital to ensure the successful deployment of communications-enabling technologies in an HA/DR environment:
• Standards-Based Connectivity, and • Ease of Configuration.
1) Portability
The UNESCAP [4] specified rapid deployment and high mobility as characteristics that should be addressed in developing [an] emergency communications capability" (p. 14). Rapid deployment is important in order to "make transboundary movement smoothly in a short time," particularly concerning transportation methods.
Additionally, high mobility ensures speedy deployment and installation to "some geographically difficult areas," where the ICT systems "should be robust enough for easy handling and safe shipment, including when necessary for air-drop and man-power carrying" .
2) Environmental Durability
The relatively unpredictable scenarios surrounding the times, places, and environments of HA/DR missionsparticularly natural disasters-necessitates that ICT systems are capable of operating in harsh conditions. According to Midkiff and Bostian [5] , "all equipment used for emergency and disaster response must be rugged to survive transport and harsh conditions and easy to use by responders who need technology to be 'transparent' so that they may focus on life-critical tasks". Specifically, the UNESCAP [4] identified that deployment uncertainty must be given consideration when developing an emergency ICT capability, and that "emergency communication tools are preferably handy, durable to all weathers and mobile even to mountainous terrains as the exact location of disaster occurrence is difficult to predict" (p. 14).
3) Internal Power
When deploying to a disaster environment, it should be assumed that electrical power will initially be limited or completely unavailable in remote deployment locations due to the damage caused to any pre-existing commercial infrastructure. Therefore, responding agencies should consider deploying with stand-alone power systems-both externally independent and within systems [3] . Deployable, high-output alternate power systems such as solar, wind, and hydrogen fuel cell technologies are vital to HA/DR, but are beyond the scope of this paper. However, it is important to consider individual ICT systems that include changeable, on-board battery systems for use in remote locations and to bridge-the-gap during periods without external power sources.
Vehicles are a logical source of power, but are typically parked in a staging area at a safe distance from disaster affected area. In most cases, running electrical cords back to vehicles or generators from ICT deployment locations is not a practical option. This creates the requirement for portable, selfcontained, battery-powered devices that can be deployed at a disaster site to provide communications coverage [6] .
4) Standards-Based Connectivity
When assessing ICT characteristics for HA/DR missions, it is vital to consider the interoperability of deployable technologies in potential disaster response locations. UNESCAP [4] indicated that attention must be given to "commercially available services to the region that have demonstrated or expressed their affordability and continuity," and are "compatible with existing services…of the countries".
ICT usability based on technological standards adoption is a critical factor for terrestrial wireless and satellite-based systems. According to a 2008 Federal Communications Commission (FCC) report to Congress in response to the 9/11 terrorist attacks [16] , FCC Chairman Kevin Martin concluded that, "a contributing factor affecting vulnerability and overall reliability of emergency responder communication systems is the lack of interoperability…open, standard interfaces would help to mitigate the information systems interoperability problem" (pp. 22-23).
Deploying new communications systems in areas where partial infrastructures remain following an HA/DR event can create numerous challenges such as interference from existing networks and the dependency of the population on prior systems. Therefore, it is a best practice to utilize ICTs that can address both scenarios through the use of accepted technological standards [7] . Support of common standards such as the Transmission Control Protocol/Internet Protocol (TCP/IP) Internet protocols and IEEE 802.11 and 802.16 wireless standards is important because it allows rapid integration of COTS technologies into responder ICT architecture [6] .
5) Ease of Configuration
The final essential characteristic of ICT systems in an HA/DR environment is ease of configuration. The typical responder to a disaster event is most likely skilled in areas such as medical care or emergency management, and does not have in-depth information technology expertise. Ideally, ICT systems could utilize a "zero configuration" approach by prestaging all necessary system settings prior to deployment so end users could avoid network management in the field [5] . Unfortunately, the HA/DR environment can change rapidly, so responders must remain flexible in order to adjust capabilities to match evolving needs [8] . Therefore, it is important that deployed ICT systems are reasonably simple to deploy and configure in the field. Nelson, Steckler, & Stamberger [8] identified usability as a key non-functional requirement when describing the characteristics for systems used in disaster management missions, where they concluded:
The user works in a stressful situation, under high pressure and in an exhausting environment and is not a computer expert. The user should not be occupied by setting up and operating software, preventing him/her from mission-related tasks. In consequence the goal is to offer a simple and easy to use system while reducing any configuration effort as much as possible. Only essential functionality should be offered in order to minimize complexity. If configuration or setup is unavoidable, the system needs to support the user to do this.
B. Evaluation Methodology
In order to select the best possible capabilities for successful operations in an HA/DR environment, it is necessary to create a quantifiable metric based on the key desirable ICT design characteristics. For each characteristic, a system undergoing evaluation will be assigned a descriptive reference (insufficient, limited, and exceptional) and a corresponding value (zero, one, and two, respectively) based upon how well the system meets the stated requirements for each characteristic shown in Tables 1-5 . Following evaluation, the value assigned to each characteristic will be summed for an overall score, where:
The overall score can range in values from zero (system characteristics are completely insufficient for HA/DR use) to eight (system characteristics are exceptional for HA/DR deployment).
In order to adequately and effectively assign a descriptive reference and corresponding value for the five characteristics, each must be clearly defined in either quantifiable or true/false terms for each value to be assigned.
1) Portability
Nelson, Steckler, and Stamberger [8] identified portability as a key constraint for ICT deployment in HA/DR environment. Specifically, they contended that equipment should be slim and lightweight since "disaster responders must often physically carry equipment into hard-to-access areas, requiring equipment to be portable". Therefore, ICT systems should be able to fit into a container that can be carried-on (vice checked) with an international airline, while remaining light enough for reasonable man-portability. Although there is no international standard for carry-on sizes or weights, the maximum size carry-on bag for most airlines is 45 linear inches-or sum of the height, width, and depth [10] . In order to capture sizes and weights of ICT equipment appropriate for disaster response missions, industry-standard protective cases from Pelican Products, Inc. were used as a guide. Pelican Cases are characterized by a watertight, crushproof, and dust proof design, an open cell core with solid wall design, O-ring seals, automatic pressure equalization valves, and stainless steel hardware for rust protection. The cases used as a guide are also rated to keep contents dry, even if submerged in one meter deep water for 30 minutes [11] .
To achieve an exceptional rating, the evaluated system must fit inside the largest case categorized as "small" by Pelicanthe 1400 Case, which has the maximum internal dimensions of 0.31 cubic feet. To achieve a limited rating, the evaluated system must fit inside the largest non-rolling case that is under the 45 linear inch allowable carry-on size for most airlines and categorized as "medium" by Pelican-the 1520 Case, which has maximum internal dimensions of 0.91 cubic feet.
The interior dimensions of the Pelican cases rounded down to the nearest whole inch will be the constraints for the portability characteristic. In addition, to ensure ease of manportability at the disaster site, systems evaluated with exceptional portability must weight under 7.5 pounds, and systems evaluated with limited portability must weight under 15 pounds. Combinations of size and weight constraints are shown in Table 1 .
2) Environmental Durability
The primary measure of environmental durability is the International Electrotechnical Commission (IEC) international standard defined in IEC 60529, which outlines degrees of protection provided by enclosures of electronics. Specifically, IEC 60529 provides a numerical code to express the protection of the equipment inside an enclosure against the ingress of solid foreign objects and harmful effects due to the ingress of water. The Ingress Protection, sometimes referred to as International Protection, code (IP code) indicates the level of protection by designating the letters "IP" followed by two numerals representing solid foreign object access (first numeral) and water ingress protection (second numeral). For example, a product with the IP code of IP 68 would be dusttight (no ingress of dust) and capable of continuous immersion in water. In 2004, the American National Standards Institute (ANSI) adopted IEC 60529 as an American National Standard. Since IEC 60529 has been recognized as the de facto U.S. and international standard for electronic environmental durability, it will be utilized as the principle metric for this characteristic [12] . An ICT system must be rated as IP 67 (dust-tight and protected against effects of temporary immersion in water) or better to be considered exceptional, while a rating of IP 54 (dust protected and protected against splashing water) or better will warrant a limited rating as defined in Table 2 . System is not well suited for an outdoor environment.
Rating does not meet IP 54
System meets accepted standards for limited environmental durability.
Rating meets or exceeds IP 54
System meets accepted standards for harsh environmental durability.
Rating meets or exceeds IP 67
Example: System intended for home/business use.
Limited outside durability.
Example: System is dustprotected and protected against water jets.
Example: System is dusttight and protected against effects of temporary immersion in water.
In addition, the National Electrical Manufacturers Association (NEMA) has published a brief comparison with its NEMA 250 enclosure type ratings. NEMA 250-although not as widely utilized as IP Codes for ICT equipment-provides specific requirements for additional protections such as construction, icing, and gasket oil resistance that are not covered in IEC 60529. Although IP codes cannot be converted to NEMA type ratings due to these additional requirements, Figure 24 provides a summary of the NEMA ratings that exceed the specification requirements for the respective IEC IP code designations. For example, a NEMA Type 3 rating exceeds the requirements for IP 55 and a NEMA Type 6 rating exceeds the requirement for IP 67. Therefore, corresponding NEMA ratings can also be used to identify criteria for environmental durability [13] .
3) Internal Power
Although most ICT systems lack this capability, internal power-even when only viable for limited durations-is necessary in the HA/DR environment. Frassl et al. concluded that power autonomy is significant because "disaster missions are unpredictable with respect to the availability of any local infrastructure…electric power may not be available…the system has to bridge that gap with internal power sources" [9] . With this rationale, the presence of an internal battery to fully operate a system is a defining factor for this characteristic as shown in Table 3 . ICT systems with an internal power source are rated as limited, but the battery must also be easily removable in the field to be rated as exceptional. For the purposes of this research, battery run time will not be included due to the differences in system power requirements, battery materials and capacity, and constantly changing variables such as data transfer rates and temperature. Does not include any internal battery power source(s).
Includes an internal battery source, but it is intended to be removable/ interchangeable.
Includes an internal, removable/interchangeable battery source.
Example: Device with no internal power source.
Example
4) Standards-Based Connectivity
Interoperability is a critical component for wireless-based connections such as Wi-Fi and WiMAX in the disaster response area. By employing widely accepted standards from international organizations, it is possible to integrate ICT components and end users across the HFN. It must be noted that many systems utilize multiple wired and wireless connections consisting of both standard and non-standard technologies within a single piece of hardware. Therefore, for the purposes of evaluating the standards-based connectivity characteristic, only the primary data interface used to configure the device and the primary data interface used for access by end users will be considered. Systems that primarily utilize an internationally-accepted technological standard for both configuration and end users are evaluated as exceptional, interfaces based on draft specifications of a potential internationally-accepted technological standard are considered limited, and draft, proprietary, or country-specific technologies (i.e., military specifications) are considered insufficient. Technology is a draft standard, proprietary, or limited to a particular country/organization.
An internationally recognized standard is only present for either configuration or end users (not both).
Technology is an internationally recognized standard for both configuration and end users.
Example: All device communications require special, non-standard interfaces (i.e., DoD only).
Example: End users can use a technology such as Wi-Fi (802.11a/b/g/n), but configuration requires a special, non-standard connection.
Example: Standard technology such as WiFi (802.11a/b/g/n) that is widely used.
5) Ease of Configuration
When evaluating key areas that should be addressed when developing an emergency communications capability, the UNESCAP identified simplicity of installation and operation, noting that "equipment installation should be easy and service arrangements made well before the happening of disasters" ( [4] , p. 15). Further, the rapid deployment of ICT requires not only swift placement of the technologies in the HA/DR environment, but also rapid network set-up achievable by simplicity of configuration in order to establish critical communications [5] . As a result, ICT systems requiring installation of special software or additional specialized equipment for configuration are rated as limited, while systems that can be configured through a built-in interface without additional software or equipment are rated as exceptional. Example: System configurable through a web browser and standard data connection.
IV. EXAMPLES OF ICT EVALUATION
We have selected six commercially-available ICT products from across all three levels of a prospective HFN architecture -(1) wireless local area networks (WLANs), (2) wireless point-to-point/backhaul connections, and (3) satellite-based Internet connectivity -to discuss and evaluate for comparison. These systems have been used in both real-world disasters such as Hurricane Katrina in 2005 and the 2010 earthquake in Haiti, as well as HA/DR-related exercises, conferences, and technology demonstrations such as U.S. Pacific Command (PACOM)-sponsored Pacific Endeavor 2011 conference held in Singapore in August 2011, the 2011 California International Airshow in Salinas, California, as well as a project developing Independently Powered, Command, Control, and Communications (IPC3) with the California Homeland Security Consortium (CHSC) from NPS in the winter and spring of 2011 and 2012 respectively. The intent of our research is not to endorse or recommend any particular commercial product or service, but rather to use real-world technologies to best illustrate examples for system evaluation and comparison. We present a summary of our evaluation here; further details on the analysis can be found in [14] .
To illustrate the application of our methodology, we selected Rajant BreadCrumb LX4 and Persistent Systems Wave Relay Quad Radio Router for WLAN products. For wireless point-to-point/backhaul connections, we selected Redline Communications AN-80i and Airaya WirelessGRID-300. And, for satellite-based internet connectivity, we selected Hughes 9201 and Thrane & Thrane Explorer 500.
Both of the WLAN devices scored well with the Rajant Breadcrumb LX4 scoring 7 /10 and the Persistent Systems Wave Relay Quad Radio Router scoring 8 / 10. Neither system had an internal battery power source, which was the main limiting factor for both devices. Additionally, the Wave Relay system achieved a higher score for the ease of configuration characteristic due to utilization of a built-in web application for configuration vice the specialized, licensed Rajant BC | Commander software required to configure the Breadcrumb LX4.
The wireless point-to-point devices both scored below the leading WLAN system with the Redline Communications AN80i scoring 7 /10 and the Airaya WirelessGRID-300 scoring 5 / 10. Similar to the WLAN evaluations, the wireless point-topoint devices did not include any internal power supplies, instead only opting for POE injectors as the sole power source; however, the AN-80i excelled over the WirelessGRID-300 in portability and environmental durability, scoring exceptional and limited, respectfully, for both characteristics. Based on this evaluation and comparison, the Redline Communications AN80i would be the preferred system. For BGAN satellite-based Internet devices, both the Hughes 9201 and the Thrane & Thrane Explorer 500 scored 8 / 10. Additionally, each device was evaluated equally for each characteristic-limited for portability and environmental durability, and exceptional for internal power, standards-based connectivity, and ease of configuration. For the purposes of this research, the evaluation and comparison concludes that either the Hughes 9201 or the Thrane & Thrane Explorer 500 would be an acceptable solution for HA/DR use; however, if an organization must make a decision between these two devices for use in the HA/DR environment, other characteristics and specifications would have to be evaluated and prioritized independently.
V. CONCLUSIONS
Reliance on ICT-particularly wireless data communications-is essential to a coordinated response among the large number and diverse types of disaster response organizations. Therefore, choosing the best and most effective ICT systems for use during HA/DR missions is vital to ensuring the overall success of response efforts. By utilizing the proposed quantifiable methodology based on essential system characteristics, decision makers can evaluate and compare rapidly deployable ICT systems to identify systems that are best suited for HA/DR, resulting in more effective cooperative utilization of these technologies to improve postdisaster responsiveness. Our methodology can be further extended by including additional factors such as prioritization of characteristics (we assumed that all essential characteristics are of equal importance) and cost considerations.
